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Penetration Testing

We test your systems in an authorised and controlled way from an
attacker’s point of view to reveal your real risks and remediation
priorities.
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// WHY IT MATTERS

Why it matters @

A vulnerability scan lists known weaknesses; a penetration test
chains weaknesses together to show how far an attacker can
actually get. This lets you direct your security investments to the
riskiest points. We base our tests on widely accepted
methodologies such as OWASP.

All tests are carried out under written
authorisation and within a scope agreed
in advance. Activities that could risk
disruption of production systems are
planned with you beforehand.

// WHO IS IT FOR?

Who is this service for?

Those who want to test a new application Organisations under standards and contracts
N AN

before release that require periodic testing
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Owners of systems that process payment and Those who want validation after major changes
mN mN

customer data




PENETRATION TESTING TROY

BiLGI TEKNOLOJILERI

// SCOPE

What does it cover?

Web application

We examine weaknesses in
authentication, authorisation, input
validation and business logic.

External network

We reveal the attack surface and
weaknesses of your internet-facing

API

We test service endpoints for
authorisation and data-exposure
risks.

Internal network

We test the paths an attacker with
internal access could take.

Mobile application

We assess client-side security, data
storage and server communication.
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Configuration review

We review the security configuration
of servers, cloud and network

systems. devices.

Think like an attacker,
build like a defender.

// METHOD

How we work
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Scope and rules Discovery and Vulnerability Reporting Remediation
We define objectives, information detection and We present findings with  Support and retest
the test window and the ~ 9athering validation evidence, risk ratings We retest to confirm
written authorisation. We map the attack We validate weaknesses and an executive that fixes have been
surface and identify in a controlled way and summary. applied.
possible entry points. show their impact.

// DELIVERABLES

What do we deliver?

0 Executive summary @ Technical findings with evidence

° Risk rating and prioritisation Q Remediation recommendations

° Retest report Q Optional findings presentation
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// VISUAL GUIDE

Service-specific visuals

Through the attacker's eyes: a sample attack path

A penetration test proves whether critical assets can be reached by moving across security zones.

External (Internet) DMz Internal network Critical assets
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----:.---.> ----:.---.; ----:.---.> @
: . : Internal servers and : Domain controller,
GRL : L B 2 workstations ; databases
Exposed service, weak Unpatched system, Privilege escalation, lateral
authentication misconfiguration movement
Chained thinking Provides evidence Controlled
Not a single flaw, but the outcome of Every step is documented with Tests run under written authorisation
flaws combined, is demonstrated. screenshots and reproducible steps. and scope, without endangering
production.
Risk matrix of findings
Each finding is rated by likelihood and impact; remediation starts from the top-right corner.
Impact
Critical
© o
High
Medium
Medium o e
Low
Low e Each finding is reported with a risk
rating and a recommended fix
Low Medium High
Likelihood
Clarifies priority Plain language Retest
Top-right findings are fixed first; effort The executive summary explains the After fixes, findings are retested to

goes to the highest risk. ratings for non-technical readers. confirm they are closed.
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// AT A GLANCE

Service overview

SCOPE MAP

Web
application

Configuration

review API
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=
Penetration
Testing
Internal Mobile
network application

External
network

// UNDER ONE ROOF

Our other services

ISO 27001 Consulting

KVKK Compliance
Consulting

Regular Vulnerability
Scanning and Management

Endpoint Security
Monitoring

Incident Response
Readiness

0000

// CONTACT

Get in touch

Share your needs and current situation and we will define the right scope and roadmap
together. Fill in our information form or contact us directly.

Troy Bilgi Teknolojileri Ticaret Limited Sirketi
Atatiirk Mah. Vedat Giunyol Cad. 44M/2
Atasehir / Istanbul, Tlrkiye

- TROY

BiLGI TEKNOLOJILERI

OUR DELIVERY LOOP

Scope and

rules
/ \ Discovery

Remediation
support and e e and
retest information
. e Vulnerability
Reporting ~—— detection

ISO 22301 Consulting

Cyber Security Consulting

DoS, DDoS Testing and
Protection

Secure Software
Development

T 0-216-575 5222 E info@troybilgiteknolojileri.com

and

ISO 14298 Consulting

Risk Management
Consulting

SOC / SIEM
Implementation

Information Security
Awareness Program
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Scan the QR code for the
service page and information
form



