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MANAGEMENT & COMPLIANCE

ISO 22301 Consulting

We help you build a Business Continuity Management System in
line with ISO 22301, so your critical processes keep running during
outages, cyber attacks and disasters.
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scope areas step method deliverables

// WHY IT MATTERS

Why it matters @

The cost of a disruption often comes less from the incident itself

than from how unprepared you were. B 2E] nelps yeu cos e [@ng

each process can be down and design
recovery strategies that meet those limits.

// WHO IS IT FOR?

Who is this service for?

9 Organisations that must provide uninterrupted 99 Companies offering payment, data and
~ service ~ infrastructure services

Organisations that commit to continuity in Public institutions
mN AN
customer contracts

oo Those who want an integrated system with ISO
@y 27001
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// SCOPE

What does it cover?

Business impact analysis Risk assessment Recovery strategies

(BIA) We assess the threats and scenarios We define strategies that fit targets
We determine the criticality, that could cause disruption. such as recovery time (RTO) and
dependencies and acceptable data-loss tolerance (RPO).

downtime of your processes.

@ @

Business continuity plans IT disaster recovery Test and exercise

We prepare plans covering roles, We support planning for restoring programme

communication and step-by-step your information systems. We design the exercise calendar and

recovery. scenarios that prove your plans
work.

Think like an attacker,
build like a defender.

// METHOD

How we work

9 o © o o

Scope and policy Impact analysis and Strategies and plans Exercises and tests Review and

We define the scope of ~ risk assessment We write the recovery We test the plans with improvement

the system, objectives We identify critical strategies and continuity scenarios and fix the We review the system at

and responsibilities. processes and plans. weak points. regular intervals and
disruption scenarios. keep it current.

// DELIVERABLES

What do we deliver?

0 Business impact analysis report 0 Risk assessment report
Q Recovery strategy document o Business continuity and IT disaster recovery plans

c Exercise scenarios and reports Q Internal audit and management review records
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// VISUAL GUIDE

Service-specific visuals

Disruption timeline: RPO and RTO

Continuity objectives come from the business impact analysis: how much data loss and downtime is acceptable?

RPO: acceptable data
loss RTO: acceptable downtime

[ Norn@ operations Disruption: continuity plans in action Restored ]
L]
Last good backup Incident Service restored
>
time
RPO RTO Targets come from the BIA
Expresses acceptable data loss as The maximum target time to bring the Values per process are set with process
time; it drives backup frequency. service back; it drives recovery owners through the business impact
infrastructure. analysis.

Business continuity management cycle
The core steps of the ISO 22301 approach.

i A B 14 ©

Business
impact
analysis

Risk Continuity Plans and Exercise and

assessment strategy procedures testing Review

Continual improvement: exercise results feed back into the plans

Understand impact first A plan is not enough The loop closes
The BIA shows how much disruption Exercises prove that the plans actually Lessons from exercises and incidents
each process can tolerate. work. feed back into strategy and plans.
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// AT A GLANCE

Service overview

SCOPE MAP CONTINUAL IMPROVEMENT CYCLE AND OUR STEPS
Business
impact
analysis
Scope and
Test and policy
exercise Risk

programme assessment

~ °
N\
Impact

Review and ae g
@ improvement ° e :if;iVSIS an

PDCA
Plan/Do
1SO 22301 Check/Act
Consulting
=
- 0 -
Exercises Strategies
IT disaster Recovery and tests and plans
recovery strategies
Business
continuity
plans

// UNDER ONE ROOF

Our other services

KVKK Compliance

[EP SO 27001 Consulting Consulting

ISO 14298 Consulting

Risk Management

Cyber Security Consulting Consulting

Penetration Testing

SOC / SIEM
Implementation

DoS, DDoS Testing and
Protection

Regular Vulnerability
Scanning and Management

Secure Software
Development

Information Security
Awareness Program

Endpoint Security
Monitoring

©060
0000

Incident Response
Readiness

0000

// CONTACT

Get in touch

Share your needs and current situation and we will define the right scope and roadmap
together. Fill in our information form or contact us directly.

Troy Bilgi Teknolojileri Ticaret Limited Sirketi
Atatiirk Mah. Vedat Giunyol Cad. 44M/2

Atasehir / Istanbul, Tlrkiye

T 0-216-575 5222 E info@troybilgiteknolojileri.com

Scan the QR code for the
service page and information
form




