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MANAGEMENT & COMPLIANCE

ISO 14298 Consulting

We support the set-up of an ISO 14298 Security Printing
Management System, and preparation for certification, for the
production of security-critical printed products such as banknotes,
ID documents, passports, tax stamps and valuable documents.
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// WHY IT MATTERS

Why it matters @

Secure printing is the production of items that must be protected
against counterfeiting. A single lost material, information leak or
insider threat can have serious consequences. ISO 14298 (Graphic
technology — Management of security printing processes) lets you
manage the security risks of this production holistically, from the
site and personnel to materials and waste, and gives your
customers a reference they can trust.

ISO 14298 certificates are issued by
independent certification bodies. We
provide consulting to build and mature
the system and to prepare you for the
audit.

// WHO IS IT FOR?

Who is this service for?

oo Printers of banknotes, ID, passports, tax Suppliers or subcontractors to secure-print

~ stamps, tickets and valuable documents producers

oo Companies whose tenders or contracts require Print houses that want to make production

') o 0 a 0
secure printing management security systematic
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// SCOPE

What does it cover?

&

Security risk assessment Physical security Personnel security

We identify and prioritise risks of We review site zoning, access We define personnel security
counterfeiting, theft, leakage and control and monitoring measures processes, authorisation and
insider threats in your production and suggest improvements. awareness activities.

process.

Material and product Information security Supplier and subcontractor
traceability We address the protection of design management

We design counting, tracking and files and production data in line with We identify supply-chain risks and
waste/spoilage destruction ISO 27001. supplier security requirements.

processes for raw materials, semi-
finished and finished goods.

Think like an attacker,
build like a defender.

// METHOD

How we work

© 2 o o o

Kick-off and scope Gap analysis and Building the system Internal audit and Audit readiness and
We define objectives, risk assessment We design policies, review sustaining
site and product scope, We compare the current  procedures and controls We test the system with ~ We prepare you for the
and plan the project. state with the standard ~ and support their an independent view certification audit and
and assess risks. implementation. and close findings. set up continual
improvement.

// DELIVERABLES

What do we deliver?

Q Gap analysis report Q Security risk assessment and treatment plan
0 Policy, procedure and instruction set 0 Material and product control processes

Q Internal audit report ° Management review outputs
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// VISUAL GUIDE

Service-specific visuals

Secure printing process chain

Control points at every stage from order to destruction.

Order and
design

Destruction
and waste

Material

supply [

Production =4

Storage

Vault and
counting

Documented
destruction

Secure
transport

Material
control

Customer data

confidentiality

ccess-controlle
area

Physical, personnel and information security controls at every stage

End to end

The security chain must not break from
order data to waste destruction.

Records and counts Controlled areas
Movements of materials and products

must be traceable.

Access to production and storage areas
is limited by authorisation.

Building blocks of a security printing management system

The standard addresses physical, personnel, material and information security together.

ISO 14298: security printing

Physical security Material and waste In;zl;rzfitt;)n Supply chain

® Zoning ® Background ® Stock counts ® Access rights ® Supplier
® CCTV and alarms e ® Spoilage e Data transfer assessment
e Visitor control ® Confidentiality tracking © Backup : Subtcolntractor
® Training ® Secure control
destruction

Multi-dimensional Supply chain included Auditable

Physical, personnel, material and
information security are managed
together.

Subcontractors and suppliers are within
the control scope.

Each control is evidenced by records
that the certification audit reviews.
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// AT A GLANCE

Service overview

SCOPE MAP CONTINUAL IMPROVEMENT CYCLE AND OUR STEPS

Security risk

assessment
Kick-off and

Supplier and © scope
subcontractor Physical

management security / o
Audit \ Gap analysis

readiness e and risk
@ and assessment
PDCA
1SO 14298 CE:s:m'
Consulting
- 0o -
";?f"“i: ~— Building the
Information Personnel auc e-m system
security security review
Material and
product
traceability

// UNDER ONE ROOF

Our other services

KVKK Compliance

[EP SO 27001 Consulting Consulting

ISO 22301 Consulting

Risk Management

Cyber Security Consulting Consulting

Penetration Testing

SOC / SIEM
Implementation

DoS, DDoS Testing and
Protection

Regular Vulnerability
Scanning and Management

Secure Software
Development

Information Security
Awareness Program

Endpoint Security
Monitoring

©0e0
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Incident Response
Readiness

0000

// CONTACT

Get in touch

Share your needs and current situation and we will define the right scope and roadmap
together. Fill in our information form or contact us directly.

Troy Bilgi Teknolojileri Ticaret Limited Sirketi
Atatiirk Mah. Vedat Giunyol Cad. 44M/2

Atasehir / Istanbul, Tlrkiye

T 0-216-575 5222 E info@troybilgiteknolojileri.com

Scan the QR code for the
service page and information
form




